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* How Can We Use It?

* What Are The Risks?

* Where Do We Go From Here?

* 90-Day Al Strategy Plan




What Is Generative AI?



Generative Alis a type of artificial mtelligence system
capable of generating text, images, or other media in
response to prompts.

@ ChatGPT

Tampa's bay glimmers,

Pirates sail through misty dreams,

Treasure bathed in light.




[Large Language Models (LLMs)
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Time to Reach 1 Million Users

it WO @ B

3.5 Years 2 Years 2.5 Months 5 Days
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Think of language models like
ChatGPT as a “calculator for words”

-Simon Willison



Your New Secret Weapon
(How Can We Use It?)



Document Templates

Policies
Procedures
Configuration Standards

Incident Response Plans

4 GPT-35 +/ GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.

Bend a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version
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System Configuration Guidance

Logging
Password Settings

NTP

Encryption

4 GPT-35 +/ GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.
Send a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version
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Scripts and Coding

* PowerShell

* Python

« HTML/CSS

* Shell Scripting (Bash)
* JavaScript

o C++

« COBOL

4 GPT-35 +! GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.

Send a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version
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Process Facilitation

* Incident Response

Tabletop

* Scoping Exercise

4 GPT-35 +! GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.

Send a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version
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Q&A With An Al

B® Microsoft Bing Q_ SEARCH

~/ Searching for: limitations of FA

v/ Generating answers for you...

Your persecnal and company
The FAIR (Factor Analysis of Ii
1. Estimation: FAIR does a gr

2
2. Taxonomy: FAIR requires a

too restrictive 2 .

3. Lack of Metrics: Some use
methodologies ' % .

4. Documentation: FAIR is co
of its methods * .

5. Independence: FAIR cannc
improves risk assessment

Remember no ricsk model is ni

© cHar KyleHinterb.. & (ORI =

A\ PCI DSS 4.0 payment page scripts v

@ What is the new INFI worksheet for PCI DSS compliance? V4 cordance with PCI

View other drafts L D)

The INFI worksheet is a new tool that was released by the PCI Security Standards Council in June ith PCI DSS v4.0:

2023. It is designed to help organizations identify and document areas needing improvement in
their security posture. The worksheet is intended for use by Qualified Security Assessors (QSAs)
during PCI DSS assessments, but it can also be used by organizations for self-assessment.

ver possible. Server-

input validation and
The INFI worksheet includes the following sections: acting on it.

; < ; . . s e ; like credit car
« Summary: This section provides a brief overview of the organization's security posture, P d

including the number of PCI DSS requirements that are met, partially met, and not met. render

+ Items Noted for Improvement: This section lists specific areas where the organization's
security posture can be improved. Each item includes a description of the issue, the impact
¢ of the issue, and the recommended remediation steps.

» Root Cause Analysis: This section provides an analysis of the root causes of the issues
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Private Generative
Al Tools

Contract Review

Content Generation

Technical Writing

Risk Management

Research & Development

PCl Searc

13



Al-Prompt Engineering Best Practices

* Be Specific

* Provide Context

* Consider the Als perspective
* Prompt Length

* Clear Language

* Instruction Prompts

* Try, Refine, Repeat

* Limit Bias

* Ethics

19



Insider Threats
(What Are The Risks?)



Unreliable Results

Best Practices
e Double-check for “Hallucinations™
* Use Multiple Tools

 Be Wary of Absolutes

* Avoid overreliance Molly Bohannon ro...

Icover bregp;
cover breakmg news,

* Learn how to prompt
* Recognize Al Bias
* Ask for Human Opinion

* Keep Updated on Al Developments

21



Disclosure of Sensitive Material

BUSINESS

&
Best Pra CtiCGS 7 Em‘)‘}‘() ;‘e“e‘ 9\\ SP]\‘ irebgzzti;ewnw and privacy are o holding them pack
* Don' Input Sensitive Data r COMpanles That H e Ban d S
rom Usi ned Em
* Pre-Processing, Filtering Wl Street ang Si,ico?\?” ChatGPT P,OYeeS
o soma alley are both starting to tyrn s
« Be Careful With Personal Conversations L esotoe Fnanr - Ita\ Aﬁer
\ (IPT Ban Lifted i in Ttaly

» Awareness of Data Storage Chat C onCQSSIOHS

g AL ‘ -Prwafy 2nges after It aly’s privacy regu\amr
e Learn About the Tool's Privacy Policy Security Intelligence

 Establish Usage Policy

ChatG PT Co
Raising Sec

Nfirms Data Breach,
urity Concerng
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Copyright Issues

Best Practices ChatGPT Cre

SEJ - Generative Aj

ator Faces Multiple

. ver Copyri
Prlvacy Violations yright &

Avoid Plagiarism LaWSuitS 0
Understand Fair Use

Respect Creative Commons

Clearance for Commercial Use sS ac“o\‘\ .
Use Licensed Data 0 enh faces new da
+GPT maker UPEE -
Understand Al Generated Content Rights (\-:\?JSU“ over data p“:iczj  atherthe com pany’s Use of tra
Al could decia®

« against Ope” co
A new jawsuit agapub“c internet may

scraped from e

©000°°

py Jon Gold -
eni \.-\‘l,‘enav_Csrn\"“tewm °
genior Witeh

Create From Scratch ntinue-
Keep Records

Seek Legal Advice
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Where Do We Go From Here?



Criminals will use it
GPS

It’s a threat to jobs and willreplace human workers

Personal computers

It’s goingto be the end of privacy and security
Cellphones

Questionable security and reliability
ATMs
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Just Another Tool In The Toolbox

* Email

* Social Media

* Internet Browsers

* Wi-Fi

* Video Conferencing Software

e Generative Al

26



90-Day AI Strategy Plan



Forging an Al Future Now

First 30 Days:

Al Awareness — Stakeholder identification and Al capability assessment.

Al Policy — Details on what Al Tools the organization can or cant use (ex. ChatGPT).
Educate employees on future governance and education.

* AlFlash Assessment —Leveraging the NIST Al Risk Management Framework (RMF).
30-60 Days:

* Establish AlCommittee — Identify and gather key stakeholders to act as a governance, Al
strategy, and implementation leadership team.

* Evaluate Al Tools —Determine best use and personas to utilize Altools like Microsoft
CoPilot in Microsoft 365, Dynamics, or ChatGPT Enterprise.

28



Forging an Al Future Now

60-90 Days:

* ToolRoll Out —Implementation and training for the Altools selected.
* Pilot First AlUse Case — Develop and assess customized private use cases.

* Roadmap — Map Future Aluse cases with Al Committee.

Beyond 90 Days:

* Scale and Revisit Strategy — Adjust strategies for successful Al initiatives.
* Long Term Vision — Conceptualize Als future role in the organization.

 AlFull Gap Assessment — Consider an in-depth assessment against NIST AIRMF 1.0
covering all four functions and corresponding subcategories.

29



Recap



What i1s Generative Al:

* Software tool which can generate content based
on input prompts.

How Can We Use It:

* Assist in performing mundane tasks such as creating
document templates.

 Expand our capabilities such as creating code.

* Expand our knowledge by answering questions.

What Are The Risks:
e Unreliable results.
e Disclosure of sensitive information.

* Copyright Issues.

31
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