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About the  speaker

Chris Collins, Senior Manager
CISA 2010, CRISC 2016, CISSP, CCSFP, CHQP

• Senior Manager in  LBMC’s Cybersecurity p ractice

• Oversee  the  pe rform ance  of our HITRUST and  SOC se rvices

• Over 17 years of p rofessiona l experience
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About LBMC

• # 1 Accounting and  Business Consu lting Firm  in  Tennessee

• # 3 in  the  Sou theast

• Top 40 Nationwide
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Agenda

• What Is Genera tive  AI?

• How Can  We Use  It?

• What Are  The  Risks?

• Where  Do We Go From  Here?

• 90-Day AI Stra tegy Plan
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Wh a t  Is  Ge n e r a t iv e  AI?



Genera tive  AI is a  type  of a rtificia l in te lligence  system  
capab le  of genera ting text, im ages, or o the r m edia  in  
re sponse  to  p rom pts.
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Large  Language  Mode ls (LLMs)
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2018 2019 2020 2021 2022 2023

BERT XLNet GPT-3 GPT-Neo LaMDA LLaMA

GPT-2 GPT-J GPT-NeoX GPT-4

Megatron-Turing NLG Chinchilla Cerebras-GPT

Ernie 3.0 Titan PaLM Falcon

Claude OPT BloombergGPT

GLaM TaLM 100B PanGu-Σ

Gopher Minerva OpenAssistant

BLOOM PaLM 2

Galactica

AlexaTM



Tim e  to  Reach  1 Million  Users

3.5 Years
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2 Years 2.5 Months 5 Days



Large  Language  Mode ls At Work
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Th in k  o f la n gu a ge  m od e ls  like  
Ch a t GPT a s  a  “ca lcu la t o r  fo r  w ord s”

-Sim on Willison
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Yo u r  N e w  Se c r e t  We a p o n
(H o w  Ca n  We  Us e  It ? )



Docum ent Tem pla tes

• Policies

• Procedures

• Configura tion  Standards

• Inciden t Response  Plans
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System  Configura tion  Guidance

• Logging

• Password  Se ttings

• NTP

• Encryption
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Scrip ts and  Coding

• PowerShe ll

• Python

• HTML/CSS

• She ll Scrip ting (Bash)

• JavaScrip t

• C++

• COBOL
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Process Facilita tion

• Inciden t Response  

Table top

• Scoping Exercise
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Q&A With  An AI
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Priva te  Genera tive  
AI Tools

• Contract Review

• Conten t Genera tion

• Technica l Writing

• Risk Managem ent

• Research  & Deve lopm ent
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AI-Prom pt Enginee ring Best Practices

• Be Specific
• Provide  Context
• Conside r the  AI’s pe rspective
• Prom pt Length
• Clear Language
• Instruction  Prom pts
• Try, Refine , Repea t
• Lim it Bias
• Eth ics
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In s id e r  Th r e a t s
(Wh a t  Ar e  Th e  Ris k s ? )



Unre liab le  Resu lts

Best Practices

• Double -check for “Hallucina tions”

• Use  Multip le  Tools

• Be Wary of Absolu tes

• Avoid  overre liance

• Learn  how to  p rom pt

• Recognize  AI Bias

• Ask for Hum an Opin ion

• Keep Updated  on  AI Deve lopm ents
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Disclosure  of Sensitive  Mate ria l

Best Practices

• Don’t Input Sensitive  Data

• Pre-Processing, Filte ring

• Be Care fu l With  Persona l Conversa tions

• Awareness of Data  Storage

• Learn  About the  Tool's Privacy Policy

• Estab lish  Usage  Policy
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Copyrigh t Issues

Best Practices

• Avoid  Plagia rism
• Understand  Fa ir Use
• Respect Crea tive  Com m ons
• Clearance  for Com m ercia l Use
• Use  Licensed  Data
• Understand  AI Genera ted  Conten t Righ ts
• Crea te  From  Scra tch
• Keep Records
• Seek Lega l Advice
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Wh e r e  Do  We  Go  Fr o m  H e r e ?



Cr im in a ls  w ill u se  it
GPS 

It ’s  a  t h re a t  t o  job s  a n d  w ill re p la ce  h u m a n  w orke r s
Pe r son a l com p u t e r s

It ’s  go in g t o  b e  t h e  e n d  o f p r iva cy a n d  se cu r it y
Ce ll p h on e s

Qu e s t ion a b le  se cu r it y a n d  re lia b ilit y
ATMs
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Just Anothe r Tool In  The  Toolbox

• Em ail

• Socia l Media

• In te rne t Browsers

• Wi-Fi 

• Video Confe rencing Software

• Genera tive  AI
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9 0 -Da y  AI St r a t e g y  P la n



Forging an  AI Fu ture  Now

First 30 Days:

• AI Awareness – Stakeholde r iden tifica tion  and  AI capability assessm ent.
• AI Policy – De ta ils on  what AI Tools the  organ iza tion  can  or can’t use  (ex. ChatGPT). 

Educa te  em ployees on  fu ture  governance  and  educa tion .
• AI Flash  Assessm ent – Leveraging the  NIST AI Risk Managem ent Fram ework (RMF).

30-60 Days:

• Estab lish  AI Com m ittee  – Iden tify and  ga the r key stakeholde rs to  act as a  governance , AI 
stra tegy, and  im plem enta tion  leade rsh ip  team .

• Evalua te  AI Tools – De te rm ine  best use  and  pe rsonas to  u tilize  AI tools like  Microsoft 
CoPilot in  Microsoft 365, Dynam ics, or ChatGPT Ente rprise .
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Forging an  AI Fu ture  Now

60-90 Days:

• Tool Roll Out – Im plem enta tion  and  tra in ing for the  AI tools se lected .
• Pilot First AI Use  Case  – Deve lop  and  assess custom ized  priva te  use  cases.
• Roadm ap – Map Future  AI use  cases with  AI Com m ittee .

Beyond  90 Days:

• Scale  and  Revisit Stra tegy – Adjust stra tegies for successfu l AI in itia tives.
• Long Term  Vision  – Conceptua lize  AI’s fu ture  role  in  the  organ iza tion .
• AI Full Gap  Assessm ent – Conside r an  in -dep th  assessm ent aga inst NIST AI RMF 1.0 

covering a ll four functions and  corresponding subca tegorie s.
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Re c a p
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What is Genera tive  AI:
• Software  tool which  can  genera te  con ten t based  

on  input p rom pts.

How Can  We Use  It:
• Assist in  pe rform ing m undane  tasks such  as crea ting 

docum ent tem pla tes.
• Expand  our capab ilitie s such  as crea ting code .
• Expand  our knowledge  by answering questions.

What Are  The  Risks:
• Unre liab le  resu lts.
• Disclosure  of sensitive  in form ation .
• Copyrigh t Issues.



LB M C . CO M

Chris Collins
chris.collins@lbmc.com

(813) 759-3140
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